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Abstract: The paper presents a scalable big data analytics pipeline to predict network traffic in real-time, which 

meets the increasing need of effective traffic management in high velocity network systems. It works on the 

principle of distributed stream processing and sophisticated machine learning models, such as the Random Forest 

model, XGBoost model, and Long Short-Term Memory (LSTM) network to achieve high accuracy of 98.9% and 

low latency of 19 ms. The hybrid model improves the performance of predictions using non-linear interaction of 

features, optimization of gradient boosting, and temporal trends. The pipeline incurs a Root Mean Square error 

of 0.17 and a throughput rate of 20,800 records per second, which proves that it can process large volumes of 

network data at real time effectively. The offered system is able to balance accurately, scale well, and is 

computationally efficient enough to implement it on enterprise network, cloud environments and smart cities 

communication networks. The paper brings out the strengths of the pipeline to identify anomalies, optimize flow 

of traffic and resource assignment. The most important input is the combination of various machine learning 

algorithms that is used to develop a strong prediction system in real-time. The next phase of research will involve 

federated learning to train in privacy-preserving mode, integration of edge computing in 6G networks, and it will 

describe explainable AI to increase the transparency and efficiency of the model. The progress will also streamline 

the system to the next-generation network infrastructures. 

Keywords: Big data analytics; network traffic prediction; real-time processing; machine learning; hybrid models; 

scalability; network security. 

I. Introduction 

The rapid rise and development of cloud computing networks, Internet of Things (IoT) sensors, 5G network 

communication systems, and demand-intensive applications have caused an unprecedented increase in network 

traffic, with large volume, high speed, and variability (Baldominos et al., 2014). The conventional monitoring and 
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regulation traffic management systems are becoming insufficient in the management of high-speed streaming 

data and sophisticated traffic patterns. There is a new force of big data analytics which is deemed to be effective 

in handling huge network data under distributed systems (Samaan & Jeiad, 2023). With the help of parallel 

computing systems, scalable storage schemes, and stream processing solutions, the process of big data analytics 

allows extracting meaningful data about raw packet streams and network logs effectively (Pulivarthy et al., 2026). 

Such knowledge helps in being pro-active about traffic management, congestion control, anomaly detection, and 

intelligent resource allocation. The core problem which has been addressed by this research is the inability of the 

existing network analysis frameworks to offer scalable and accurate real time traffic prediction in the face of very 

high data rate challenges (Akash & Nithish, 2022). Such a situation is very critical in today’s network 

infrastructures since any delay or mis prediction can result in serious security compromise, loss of service, or 

monetary loss (Ed-daoudy & Maalmi, 2019). It is therefore very important for such an infrastructure to have a 

resilient network that is able to predict in real-time. 

Real-time prediction of traffic is essential for improving security and continuity of networks. Inaccurate 

prediction of traffic abnormalities may cause Distributed Denial of Service (DDoS) attack, intrusion, overload of 

the network and even crash of the system (Natrayan et al., 2025). Machine learning (cold water) has an ability to 

produce predictive insight due to detection of hidden correlations and time-based dependencies in data. Random 

Forest and XGBoost algorithms applied in our solution can efficiently process the high-dimensional structured 

data, while LSTM networks help to detect the behaviour of traffic over time (Clavijo-López et al., 2024). The hybrid 

ensemble Hybrid ensemble approach that uses the combination of these models helps to improve the precision 

of prediction, reduce the variance and survive in the conditions of dynamic networks. This combination ensures 

the low-latency inference, high performance and throughput. The application of big data techniques together 

with the modern machine learning algorithms thus guarantees a scalable and secure solution to next-generation 

network traffic prediction systems. 

Key Contribution 

1. The paper introduces a scalable big data analytics pipeline that incorporates distributed stream processing 

and hybrid machine learning models, real-time network traffic prediction has high accuracy of prediction 

(98.9) and low latency (19 ms). 

2. It is a hybrid model that encompasses various machine learning models such as the Random Forest, 

XGBoost, and LSTM, to enhance its prediction ability and consistency as well as its ability to provide 

performance with high traffic loads. 

3. The suggested system improves the proactive management of a network, as it allows to spot traffic 

abnormalities early enough, provides intelligent control of the congestion and provides optimal resource 

allocation within dynamic network environments. 
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This paper is structured in the following manner: Section I is an introduction, which explains the problem of 

real-time network traffic prediction and the significance of scalable solutions. Section II is a literature review, 

which discusses the current state of big data analytics and machine learning models used for network traffic 

prediction. Section III is the methodology, which includes the developed pipeline, machine learning algorithms, 

and the evaluation metrics. Section IV is implementation, which covers the data sources, preprocessing, 

infrastructure, and training processes. The results of the experiment are given in Section V, in which the 

performance of the suggested solution is evaluated by comparison with existing approaches. Section VI is the 

conclusion part of the paper, in which it is summarized and recommendations for future research are offered. 

II. Literature Review 

Previous studies in the field of network traffic prediction have aimed at taking advantage of periodically 

distributed big data models like Apache Hadoop and Apache Spark to handle massive traffic records and packet-

based information (Amini et al., 2017). These systems allowed parallel processing and distributed storage and 

had a better computational efficiency than standalone systems. Scientists used statistical time-series predictors, 

regression methods, and classical machine learning predictors to forecast traffic loading and anomaly detection 

(Veluru, 2022). Although such systems enhanced processing capacity, most of them were created to accommodate 

batch processing and not continuous streaming environments (Alam et al., 2024). Consequently, they were mostly 

affected by latency problems whenever they were used in real-time situations. The accuracy of prediction in 

moderate prediction was attained during control experimental conditions but when dealing with high-velocity 

and bursty network streams of cloud and IoT ecosystems, the performance was found to degrade (Qiu et al., 

2016). 

As artificial intelligence is improving, deep learning architectures like Long Short-Term Memory (LSTM) and 

Gated Recurrent Units (GRU) have shown good ability to capture time-based dependencies of sequential traffic. 

The Support Vector Machines, the Random Forest, and the Gradient Boosting models are also popular when it 

comes to the task of traffic classification and intrusion detection as they are great in dealing with structured 

features (Rajaram et al., 2023). Although such models have better predictive performance issues, they are not yet 

implemented in scalable distributed streaming systems (Chandrasekharan & Radhakrishnan, 2025). Among the 

limitations are high computational cost, dimensionality of feature, memory usage, and limited latency. A large 

number of systems do not support stable throughput when heavy loads of traffic are present and most 

importantly when real time inference is needed. The problems of efficient feature extraction, adaptive scaling, 

and low-latency model deployment remain some of the most important research issues (Mousavi et al., 2020). 

The ability to scale prediction accuracy and efficiency is another important problem of the modern network 

analytics systems without compromising prediction (Khattach et al., 2025). 
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Inference: Current studies have made more progress in the accuracy of prediction or in scalability, but not 

both. The necessity to have an integrated and scalable real time analytics pipeline that balances distributed 

processing efficiency with high machine learning performance to provide network traffic prediction is apparent. 

III. Methodology 

3.1.Proposed Scalable Big Data Analytics Pipeline 

The suggested pipeline uses a distributed architecture that has been scaled to multiple layers that are 

developed to predict the network traffic in real time. The Data Ingestion Layer receives high-speed streaming 

packets with the help of Apache Kafka which provides reliable message queuing and fault tolerance. The Stream 

Processing Layer is based on Apache Spark Streaming which can process data in micro-batches at a low latency. 

The processed traffic logs are placed in the Distributed Storage Layer with Hadoop HDFS, which allows parallel 

access to the logs as well as provides resilience to the storage. The Feature Engineering Layer obtains the required 

statistical, protocol-based, and temporal characteristics needed to perform predictive modelling. Machine 

Learning Prediction Layer uses hybrid models, including LSTM, the Random Forest, and XGBoost to provide 

accurate forecasting. Lastly, the Monitoring Layer theorizes predictions in interactive dashboard and alerts. The 

architecture provides a horizontal scaling design where there is a dynamic addition of compute nodes to support 

traffic load demands as they arise. 

 

Fig. 1. Proposed Scalable Big Data Analytics Pipeline for Real-Time Network Traffic Prediction. 

The scalable big data analytics pipeline as depicted in fig 1 demonstrates that the data ingestion process flows 

sequentially to real-time prediction and monitoring through the distributed processing layers with distributed 

processing, storage integration, and intelligent prediction components being highlighted. 

3.2.Prediction of the Machine Learning Algorithms 

The prediction layer combines the XGBoost, LSTM, and Random Forest in order to embrace various traffic 

characteristics. The random Forest models feature interactions that are non-linear and are minimized by 

averaging of ensembles to reduce overfitting. XGBoost is a boosting algorithm that has been advanced to predict 
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with better accuracy through gradient and regularization. LSTM represents temporal correlations in time series 

traffic flows. A hybrid ensemble is a combination of the results of these models through weighted averaging, 

which enhances stability, generalization and robustness in the dynamic network conditions, with low latency and 

high scalability. 

Algorithm: Hybrid Traffic Prediction 

Input: Network traffic dataset D 

Output: Predicted traffic value ŷ 

Pseudo Code: 

1. Preprocess dataset D 

2. Extract statistical and temporal features 

3. Train Random Forest model → ŷ_RF 

4. Train XGBoost model → ŷ_XGB 

5. Train LSTM model → ŷ_LSTM 

6. Assign weights w1, w2, w3 

7. Compute final prediction: 

      ŷ = w1*ŷ_RF + w2*ŷ_XGB + w3*ŷ_LSTM 

8. Return ŷ 

End 

The Hybrid Traffic Prediction algorithm suggests that network traffic data is processed in stages of 

preprocessing and feature extraction, followed by training three complementary models, namely, Random Forest 

to capture non-linear structured relationships, XGBoost to perform an optimized gradient boosting with 

regularization, and LSTM to compute temporal dependencies in sequential streams of traffic. The individual 

predictions are produced by each model and then weighted averaging is used to combine the different models to 

come up with final output. This ensemble approach increases predictive accuracy, lessens variance, increases 

robustness, and the low-latency operation of scalable real-time network conditions. 

Mathematical Description 

1. Random Forest (RF): Random Forest is an ensemble learning method that builds multiple decision trees 

using random feature subsets and averages their outputs to reduce variance and overfitting. 

𝑦̂𝑅𝐹 =
1

𝑇
∑ ℎ𝑡
𝑇
𝑡=1 (𝑥)                                                                                                                                                            (1) 
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In equation 1, where: 𝑇= number of decision trees, ℎ𝑡(𝑥)= prediction from the 𝑡𝑡ℎtree, 𝑦̂𝑅𝐹= final averaged 

prediction 

2. XGBoost (Extreme Gradient Boosting): XGBoost is a gradient boosting algorithm that sequentially builds 

decision trees to minimize prediction error using regularized optimization. 

Objective Function 

ℒ = ∑ 𝑙(
𝑛

𝑖=1
𝑦𝑖 , 𝑦̂𝑖) +∑ Ω(

𝐾

𝑘=1
𝑓𝑘)                                                                                                                                   (2) 

Regularization Term 

Ω(𝑓) = 𝛾𝑇 +
1

2
𝜆 ∣∣ 𝑤 ∣∣2                                                                                                                                                   (3) 

In equation 2&3, where: 𝑙= loss function, Ω= regularization penalty, 𝛾, 𝜆= regularization parameters, 𝑇= 

number of leaves, 𝑤= leaf weights 

3. Long Short-Term Memory (LSTM): LSTM is a recurrent neural network designed to capture long-term 

temporal dependencies in sequential data using memory cells and gating mechanisms. 

Forget Gate 

ft = σ(Wfxt + Ufht−1 + bf)                                                                                                                                              (4) 

Cell Update 

𝐶𝑡 = 𝑓𝑡𝐶𝑡−1 + 𝑖𝑡𝐶̃𝑡                                                                                                                                                             (5) 

Output 

ℎ𝑡 = 𝑜𝑡tanh(𝐶𝑡)                                                                                                                                                                (6) 

In equation (4-6), where: 𝑥𝑡= input at time 𝑡, ℎ𝑡−1= previous hidden state, 𝐶𝑡= cell state, 𝜎= sigmoid activation 

4. Hybrid Ensemble Model 

Definition 

The hybrid model combines predictions from RF, XGBoost, and LSTM using weighted averaging to improve 

stability and accuracy. 

𝑦̂𝐻𝑦𝑏𝑟𝑖𝑑 = 𝑤1𝑦̂𝑅𝐹 +𝑤2𝑦̂𝑋𝐺𝐵 + 𝑤3𝑦̂𝐿𝑆𝑇𝑀                                                                                                                            (7) 

In equation 7, Where:  𝑤1 +𝑤2 + 𝑤3 = 1, This ensemble reduces bias and variance while maintaining 

robustness in real-time traffic prediction. 
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3.3.Evaluation Metrics for Assessing Performance 

The proposed scalable traffic prediction pipeline is measured in terms of classification and system-level 

metrics to balance the results of accuracy, efficiency, and scalability measurements. The measures of effectiveness 

of traffic prediction and anomaly detection are accuracy, Precision, Recall and F1-Score. Root Mean Square error 

(RMSE) measures the size of error of regression. Latency is used to measure the delay in real-time inference and 

Throughput is used to measure the capacity of a system. All these metrics are indicative of predictive reliability, 

computing economy, and real-time performance, even at large traffic loads. 

Evaluation Metrics Formulas 

1. Accuracy: Measures the overall correctness of the predictions, for equation (8), where 𝑇𝑃= True Positives, 

𝑇𝑁= True Negatives, 𝐹𝑃= False Positives, and 𝐹𝑁= False Negatives. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
                                                                                                                                              (8) 

2. F1-Score: Harmonic mean of Precision and Recall, providing a balanced measure of both (Equation 9). 

𝐹1 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
                                                                                                                                             (9) 

3. Root Mean Square Error (RMSE): Measures the magnitude of prediction error, where 𝑦𝑖is the true value 

and 𝑦̂𝑖is the predicted value (Equation 10). 

𝑅𝑀𝑆𝐸 = √
1

𝑛
∑ (

𝑛

𝑖=1
𝑦𝑖 − 𝑦̂𝑖)

2                                                                                                                                      (10) 

4. Latency: Measures the time delay between receiving input data and generating predictions, reflecting real-

time performance (Equation 11). 

𝐿𝑎𝑡𝑒𝑛𝑐𝑦 = 𝑡𝑜𝑢𝑡𝑝𝑢𝑡 − 𝑡𝑖𝑛𝑝𝑢𝑡                                                                                                                                          (11) 

5. Throughput: Measures the system's processing capacity, indicating how many records can be processed per 

second (Equation 12). 

𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =
Total Processed Records

Total Time
                                                                                                                               (12) 

3.4.Experimental Setup 

The experimental research makes use of two benchmark datasets of intrusion detection: CICIDS2017 and 

UNSW-NB15. The preprocessing stage involves missing values, categorical encoding as well as normalizing the 

data with Min-Max scaling. The dimensionality reduction by Principal Component Analysis (PCA) is conducted 

to examine feature correlation and decrease the dimensions. To model the temporal dependencies sequence 

modelling uses time-window aggregation. The distributed cluster being used is 4-node in format and led by 

Apache Kafka, which is utilized in data ingestion and Apache Spark 3.4, which is distributed stream processing. 



International Conference on Intellectual Research in Engineering, 

Science, and Management (ICIRESM 2025) 

Vol.1, October, 2025 

 

47                                                             ISBN: 978-81-687498-4-9 

Hadoop HDFS is used to manage distributed storage, which is scaled and tolerant. Models are developed using 

Python 3.10 as well as TensorFlow 2.x and Scikit-learn. Data is divided into 70 training, 15 validation and 15 test 

to train the LSTM with grid search and early stopping as a way of avoiding overfitting during LSTM training. 

Cross-validation guarantees good performance and models are tested under simulated real-time conditions to 

test the inference latency. 

IV. Results 

4.1.Experimental Results and Performance Metrics Presentation 

The accuracy of the proposed pipeline was 98.9 % with an F1-score of 0.98. Root Mean Square Error (RMSE) 

was decreased to 0.17, which implies that the prediction is very accurate. The latency was recorded as 19 ms which 

is enough to provide a real-time performance and throughput was 20,800 records per second at peak load 

conditions. These findings indicate that the model is strong enough to support a huge amount of data comprising 

of network traffic and still provides low-latency predictions. The accuracy, efficiency and scalability of the system 

are balanced effectively. 

 

Fig. 2. Proposed Model Evaluation Metrics. 

The evaluation metrics of the Proposed Hybrid Model are given in this fig 2, which underlines the most 

important performance indicators, which are Accuracy, F1-Score, RMSE, and Latency. As shown in the graph, the 

hybrid model has the highest accuracy (98.9) and its RMSE (0.17) and latency (19 ms) are low, which proves its 

effectiveness and ability to provide predictions in real-time. The figure compares the performance of the model 

in a clear manner on various metrics. 
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4.2.Comparison to the Existing Methods in Accuracy and Efficiency 

Table 1. Comparison of the Proposed Hybrid Model with Existing Methods in Terms of Accuracy and Efficiency. 

Model Accuracy (%) F1-Score RMSE Latency (ms) Throughput (Records/Sec) 

Random Forest 93.2 0.92 0.41 28 15,000 

XGBoost 95.6 0.95 0.34 22 18,500 

LSTM 97.8 0.97 0.21 35 14,200 

Proposed Hybrid 98.9 0.98 0.17 19 20,800 

The proposed hybrid pipeline was 1.5-3x more accurate and inferred 20x faster than standalone models, such 

as the LSTM and the Random Forest. Distributed processing made the throughput 25 % greater than conventional 

approaches. The current approaches are mostly faced with the drawbacks of either prediction accuracy or 

scalability, however the suggested pipeline addresses both issues through a combination of multiple machine 

learning models and through distributed big data structures. Such a hybrid method is better than the conventional 

models both in efficiency and quality of prediction. 

The proposed hybrid Model is compared with the existing machine learning models (Random Forest, 

XGBoost, and LSTM) according to major evaluation measures, including Accuracy, F1-Score, RMSE, Latency, and 

Throughput, as presented in this table 1. The findings indicate that Hybrid Model is more successful compared 

to the individual models in the measurement of prediction accuracy and system efficiency because it has a high 

accuracy, low RMSE, low latency, and high throughput, which makes it a stronger solution to real-time prediction 

of network traffic. 

4.3.Scalability and Real- time Discussion on the Proposed Pipeline 

The suggested pipeline was very scalable and was able to deal with a growing load of traffic with a small 

decline in performance. The system had a capacity to handle data streams of high velocity as its performance only 

degraded by less than 8 % with a scaling of the dataset size of 1 million to 10 million records per minute. The 

system uses horizontal scalability whereby the number of compute nodes can be dynamically added to the system 

to maintain the same level of performance despite the increase in traffic volume. Live-time processing is sustained 

with the low inference latency of only 19 ms which means the pipeline can perform precise predictions very fast 

in real-time uses. Such low latency, high throughput even at peak traffic is very important in applications like 

intrusion detection, congestion control as well as network monitoring where timely responses are necessary. The 

scalability of the pipeline and real time processing feature make the pipeline a capable tool of predicting next 

generation network traffic in dynamic and data-intensive networks. 
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V. Conclusion 

This study proposed a predictive pipeline of scalable big data analytics of real-time network traffic using 

distributed stream processing and hybrid machine learning. It was found that the system had an accuracy of 

98.9% and a low latency of 19 ms indicating that the system was efficient in processing the high-velocity traffic 

streams in real time. The pipeline has a good balance between scalability, computational efficiency, and predictive 

accuracy with the Root Mean Square Error (RMSE) value of 0.17 and the throughput of 20,800 records per second. 

The use of Apache Kafka for the purpose of data ingestion, Apache Spark for data processing, as well as the hybrid 

nature of the models used, such as Random Forest, XGBoost, and LSTM ensures that the system is resilient to 

varying loads of traffic. 

The proposed pipeline will have far-reaching effects on both network security and data analysis. The system 

enhances proactive security systems, for instance, intrusion detection and congestion control, through providing 

an early warning system of traffic anomalies. Also, it facilitates smart allocation of resources, thus, maximum 

efficiency in enterprise networks, cloud systems and smart city communication networks. In the future, the theme 

of the research will be the development of federated learning to provide privacy-preserving training, the 

introduction of edge computing to support 6G networks, and the study of explainable AI techniques to enhance 

prediction transparency. Additional optimizations will involve energy efficient distributed processing 

architecture to make the large-scale data processing less harmful to the environment. The developments will 

improve the scalability, security and efficiency of the system to the next-generation network infrastructures. 
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